LEHTPANbHbIA BAHK POCCUNCKOW ®EQEPALIUU

nMMCbMO
oT 2 oKTsA6psa 2009 r. N 120-T

O NAMATKE
"O MEPAX BE3OMNACHOIO UCMOJIb3OBAHUA BAHKOBCKUX KAPT"

BaHk Poccumn B pamkax paboTbl N0 MHPOPMUPOBAHUIO O PUCKaX, CBA3AHHbLIX C UCMOMNb30BaHMEM
B©aHKOBCKMX KapT, W MOBbILWEHWIO (DMHAHCOBOW PaMOTHOCTU HaceneHus noarotoswn llamsaTtky ons
aepxartenen 6aHKOBCKMX KapT O Mepax ©Oe3onacHoro Mcnonb3oBaHWs GaHKOBCKMX KapT (panee -
MamsTka).

TepputopuaneHelM  yypexaeHusm baHka Poccum npepnaraetcs npoBecTU C  KPeAUTHbIMU
opraHuMsauuamMmn  OOMNOMHUTENbHYIO paboTy, HanpaBMneHHY Ha MoBbllLEeHWe WHMOPMUPOBAHHOCTH
gepxatenen 6aHKOBCKMX KapT O Mepax MO COXPaHHOCTM OGaHKOBCKOW KapTbl, €€ pPEeKBU3UTOB,
nepcoHanbHOro MaeHTUMNKaLunMoHHoro Homepa (ganee - NMUH) 1 gpyrnx AaHHbIX, a Takke Ha CHDKEHWne
BO3MOXHbIX PUCKOB MpW COBEPLUEHUN Onepauun ¢ MCnonb3oBaHMemM HGaHKOBCKOW kapTbl B GaHkomare,
npu 6e3HanuyHoli onnarte TOBapoB W YCMyr, B TOM Yncne 4yepes ceTb VIHTepHeT, BKMNoYas pa3MeLleHue
Mamatkm B mMecTax obcnyxvBaHus Aepxarteneri 6aHKOBCKMX KapT, B AOCTYNHOW ANs O3HAKOMIMEHWs
dopme.

HacTosiwee nucbmo baHka Poccun noanexuT onybnukoBaHuto B "BecTHuke baHka Poccun”.

3amecTtutens Npenceparens
Bbanka Poccumn
T.HYYT'YHOBA

MpunoxeHne
K nucbmy BaHka Poccumn
ot 02.10.2009 N 120-T

MAMATKA
"O MEPAX BE3OIMACHOI O UCIMOJIbSOBAHMA BAHKOBCKUX KAPT"

CobniogeHne pekomeHgauun, cogepxaiumxca B NamaTtke, no3sonuT obecneyntb MakCUMarbHYHO
COXpaHHOCTb B6aHKOBCKOW KapThl, ee pekBun3anToB, NMVH 1 gpyrux gaHHbIX, @ Takke CHU3UT BO3MOXHbIE
PUCKM NpPW COBEPLUEHUN Onepauun C UCMNoMb3oBaHMEM OaHKOBCKOM KapTbl B ©OaHkomaTe, npwu
©e3HannyHolM onnaTte TOBapOB M YCNyr, B TOM Yucrie Yepes ceTb NHTEpHET.

Obume pekomeHgaLnm

1. Hukorga He coobwante MWH TpeTbmm nuuam, B TOM 4YUCIE POACTBEHHMKAM, 3HAKOMbIM,
COTPYAHUKaM KpeaWTHOW oOpraHv3auuu, kaccupam v nvuam, nomorawowum Bam B wncnonb3osaHum
©aHKOBCKOW KapThbl.

2. MNH HeobxoAMMO 3aNOMHWUTBL UMW B Clyvae, ecnn 3TO ABNSETCHA 3aTPYAHUTENbHbIM, XPaHUTb
€ro otaenbHO OT GaHKOBCKOM KapTbl B HEABHOM BWMAE W HEAOCTYMHOM ANSA TPeTbux Nul, B TOM 4vucre
POACTBEHHWKOB, MeCTe.

3. Hukorma Hu npu Kakux obcTosiTensCTBax He nepegaBavite OGaHKOBCKYD KapTy Ans
NCNomMb30BaHNs TPeTbUM nuuam, B TOM 4Yucre poacTBeHHWKam. Ecnv Ha 6aHKoBCKOW KapTe HaHecCeHbl
damunnsa n umsa dU3MYeckoro nuua, To ToNbKo 3To u3nyeckoe nUUOo MMEET MpaBo UCMOoSb30BaTh
BaHKOBCKytO KapTy.

4. Tlpn nony4veHMn OGaHKOBCKOM KapTbl pacnuwuTecb Ha ee OBOOpOTHOM CTOPOHE B MecTe,
npegHasHa4YeHHOM Ans noanvcu gepxartens 6aHKOBCKOM KapTbl, €Crv 9TO NpegyCcMOTPeHO. 3TO CHU3UT
pvCK ncrnonb3oBaHnsa 6aHKOBCKONM kapTbl 6e3 Baluero cornacus B criyyae ee ytpartbl.

5. byobTe BHUMAaTENbHbI K YCIOBUSAM XPaHEHUS U UCMOSfb30BaHWs GaHKOBCKOM KapTbl. He
noasepranTe GaHKOBCKYIO KapTy MeXaHW4ecKuM, TeMnepaTypHbIM U SNEKTPOMarHUTHbIM BO3AENCTBUSAM,
a Takke n3beravite nonagaHns Ha Hee Bnarn. BaHKOBCKYIO KapTy HeNb3s XpPaHUTb PSAOM C MOBUMbHBLIM
TenedoHoM, 66ITOBON U OPUCHOWN TEXHUKOWN.

6. TenedoH KpeauTHOW OpraHu3aumy - aMUTEHTa BaHKOBCKOM KapTbl (KPeAMTHOW OpraHu3aumu,
BblaaBLlen 6aHKOBCKYHO KapTy) ykasdaH Ha 0bOpOTHOM CTOpOHe HaHKOBCKOW KapTbl. Takke Heobxoanmo



BCerga MmeTb npu cebe KOHTaKTHble TenedoHbl KpeaMTHOW OpraHmM3aunm - aMMTeHTa 6aHKOBCKOW KapThbl
N HoMmep OaHKOBCKOW KapTbl Ha APYrMX HOCUTENAX WHGOPMaUWMW: B 3aMUCHOW KHUXKKE, MOOUITbHOM
TenedoHe u/mnun gpyrmx HOCUTENSIX MHGOPMaLMK, HO He psaaoM ¢ 3anuckto o MNMAH.

7. C uenblo NpenoTBpalleHnNss HENPaBOMEPHbIX OENCTBUM MO CHATUIO BCEW CYyMMbl LOEHEXHbIX
cpencts ¢ GaHKOBCKOrO cyeTa LenecoobpasHo YCTaHOBUTb CYTOYHBLIA NIMMWUT Ha CyMMy onepauui no
©aHKOBCKOM KapTe M OOHOBPEMEHHO MOAKIMYUTE ANEKTPOHHYKO YCNyry OMOBELLEHUS O NPOBELEHHbIX
onepauumax (Hanpumep, onoeeLleHne nocpeacTsoM SMS-coobLeHUn Nnn MHbIM CNOCOBOM).

8. Mpwn nonyyeHun nNpocbObl, B TOM 4YMUCrie CO CTOPOHbI COTPYAHMKA KPEeAWTHOW OpraHv3auuu,
COO0OLWNTb MepcoHarnbHble AaHHble UM UHdopmaunio o GaHkoBckon kapTe (B Tom uucne TUH) He
coobuwanTte ux. lNepe3BoHUTE B KPeOUTHYK OpPraHum3auuio - 3MUTEHT OaHKOBCKOM KapTbl (KPeAWTHYHO
opraHu3auuio, BblgaBLUuyto GaHKOBCKYHO KapTy) U coobLmMTe O JaHHOM hakTe.

9. He pekomeHOyeTcsa OTBe4YaTb Ha SMEKTPOHHbIE MUCbMA, B KOTOPbIX OT MMEHW KpeaMTHOMW
opraHu3aumm (B TOM 4uUCrne KPEeOWUTHOW OpraHuM3auumn - aMuTeHTa OGaHKOBCKOW KapTbl (KpeauTHOW
opraHu3auuu, BbigaBluien 6aHKOBCKyI0 KapTy)) npeanaraeTcs NpegocTaButb NepcoHanbHble AaHHble. He
cnepynTe no "cebinikam", ykasaHHbIM B NMUCbMax (BKIOYAs CCbINKU Ha CalT KPeaUTHOW opraHusauun), T.K.
OHW MOTYT BECTU Ha CalTbl-OBOVHUKM.

10. B uensx WHdOpMaUUOHHOIO B3aMMOAENCTBUS C KPEAMTHOW OpraHu3aumen - 3MUTEHTOM
DOaHKOBCKOM KapTbl (KpeQuTHOM opraHu3dauuu, BblgaBlle ©aHKOBCKyl KapTy) pekoMeHgyeTcs
NCMonb30BaTb TOMbKO PEKBU3UTbI CPEACTB CBA3M (MOOUIbHBIX M CTaUMOHAPHbLIX TenedoHOoB, (aKCcoB,
WHTEpPaKTUBHbLIX web-caiToB/noptanos, 0ObIMHOM W 3NEKTPOHHOW MOYTbl U Mp.), KOTOpble yKa3aHbl B
[OKYMeHTax, Nosy4YeHHbIX HENOCPEACTBEHHO B KPEAUTHOWM OpraHmn3auum - SMMTeHTe GaHKOBCKOWM KapThbl.

11. MomHuTe, YTO B cny4vae packpbiTvsa NMUH, nepcoHanbHbIX AaHHbIX, YTpaThl GAaHKOBCKON KapThl
CyLLLEeCTBYET PUCK COBEPLUEHUS HEMNpPaBOMEPHbIX OEWCTBUM C OEHEeXHbIMU cpedcTBamu Ha Bawem
DaHKOBCKOM cYeTe CO CTOPOHbI TPETbMX UL,

B cnyvyae ecnn wumetotcs npegnonoxeHus o packpbltum [MAH, nepcoHanbHbIX AaHHbIX,
NO3BONSOLINX COBEPLUNTb HEMNpaBOMEpPHble OEeNCTBMA C Bawwmm GaHKOBCKMM CHETOM, a Takke ecnuv
©OaHKkoBcKasi kapTa 6bina yTpayeHa, Heo6X0AMMO HEMEANEHHO 0bOpaTUTLCS B KPEOAUTHYIO OpraHu3aumto -
3MUTEHT OaHKOBCKOW KapTbl (KpeOUTHYHO OpraHu3auuio, BblOaBLlytd OaHKOBCKYH KapTy) M cnegoBaTtb
yKasaHusM COTPYAHWKA AaHHOW KpeauTHOW opraHusdaumu. [Jo mMomeHTa obpalweHus B KpeauTHYH
opraHusaumio - aMUTEHT BaHKOBCKOM KapTbl Bbl HeceTe puCK, CBA3aHHbLIA C HECAHKLMOHUPOBAHHbLIM
cnvcaHveM [JeHexHbix cpeacts ¢ Bawero 6GaHkoBckoro cyeta. Kak npaBuno, COrfacHo ycrnoBUSAM
[0roBopa ¢ KpeguTHOW opraHm3aumen - SMUTEHTOM BaHKOBCKOW KapTbl AEHEXHble CpeacTBa, CNMCaHHbIe
¢ Bawero 6aHkoBCKOro cyeTa B pesynbTaTe HeCaHKLMOHMPOBAHHOIO UCMONb30BaHusa Baluen 6aHkoBCkowm
KapTbl 4O MOMEHTa yBeJOMIIEHNs1 006 9TOM KpeaMTHOW opraHm3aumm - amuTeHTa GaHKOBCKOW KapTbl, He
BO3MeLLaTCs.

PekomeHgaumm npu coBepLueHnn onepaumm
¢ 6aHKOBCKOW kapTon B BaHKomaTe

1. OcyuwecTBnanTe onepaumMmM € MCMNonb3oBaHMeM GaHKOMAaTOB, YCTaHOBMEHHbIX B 6e30nacHbIX
MecTax (Hanpumep, B roCygapCTBEHHbLIX YYpexaeHusx, nogpasgeneHuax 6aHKoB, KPYMHbIX TOProBbIX
KOMMfeKkcax, rocTUHULax, asponoprax u T.n.).

2. He ucnonb3ynte ycTpowncTea, KoTtopble TpebytoT BBoga MNMNH ana goctyna B nomelleHue, rae
pacnonoxeH 6aHkomar.

3. B cnyyae ecnv nobnu3octn oT O6aHKOMaTta Haxo4ATCA MOCTOPOHHME Nuua, crieqyeT BblbpaTb
bonee nogxofsilee BpeMs AN UCMNONb30BaHUA 6aHKoMaTa uny Bocnomnb30BaTbCs ApyrMM 6aHKoMaToMm.

4. MNepen vcnonb3oBaHMeM GaHkoMaTa OCMOTPUTE €ro Ha HanuyMe OOMNOMHUTENbHbIX YCTPOWCTB,
He COOTBETCTBYIOLLMX €r0 KOHCTPYKLMM U pacnosioXeHHbIX B MecTe Habopa MNMNH 1 B mecTe (Npopesb),
npegHa3HayeHHOM ANd npuema kapT (Hanpumep, Hannyne HepPOBHO YCTaHOBINIEHHOW KraBmaTypbl Habopa
MAH). B ykasaHHOM criyvae BO34epXXUTEChb OT UCMONb30BaHUA Takoro 6aHkomara.

5. B cnyyae ecnu knaBuatypa WM MecTO Ons npuema kapT ©OaHkomaTta 060pynoBaHbl
OOMNOMNHUTENBbHBIMU  YCTPOMNCTBAMM, HE COOTBETCTBYHOLUMMM €ro  KOHCTPYKUUKW, BO3OEPXKMTECH OT
ncnonb3oBaHusa 6GaHKOBCKOM KapTbl B AaHHOM 6GaHkomate M cooblmte O CBOUX MOLO3PEHUAX
COTPYOHUKaM KPELMTHOM opraHu3aumm no tenedoHy, ykasaHHoOMy Ha GaHkomarTe.

6. He npumeHante dmamyeckyto cuny, 4Tobbl BCTaBUTb OaHKOBCKyO KapTy B GaHkomaT. Ecnu
DaHKOBCKas kapTa He BCTaBMNSETCS, BO3AEPXKMTECH OT UCMOMb30BaHMSA Takoro baHkomarTa.

7. Habwuparnte MNMNH Takum obpasom, 4Tobbl Noan, HaxoaswWwmnecs B HeNocpeacTBEHHOW GnM30CTH,
He cmornu ero yBuaeTb. Mpu Habope MNMWH npukpbiBaniTe KnaBnaTypy pyKow.

8. B cnyyae ecnu 6aHkomat paboTaeT HEKOpPPEKTHO (Hanpumep, OONroe BPeEMsi HaxoauTcs B
pexvMe OXugaHusi, CamMOMNpPOU3BOSIbHO Mepe3arpyxaeTtcs), crnegyeT oTka3aTbCA OT MCMONb30BaHUS
Takoro ©OaHkomaTa, OTMEHUTb TEKyLlyl0 Ofepaumio, HaxaB Ha KknaBuaType kHonky "OTmeHa", u
[oxgartbcs Bo3BpaTa 6aHKOBCKOWM KapTbl.



9. MNocne nonyyYeHns HaNMYHbIX JEHEXHbIX CPeACcTB B GaHkoMaTe crieqyeT nepecyntaTe OaHKHOTbI
nonucTHo, ybeantbcs B TOM, 4TO 6aHKoBCKasi KapTa bbina Bo3BpalleHa 6aHKOMaToOM, AOXAaTbCS Bblgauu
KBUTaHUMW MpW ee 3anpoce, 3aTeM MOMOXUTb MX B CYMKY (KOLUEmneK, KapmaH) U TOMbKO nocrie 3Toro
OTXOAUTb OT HaHKkoMaTa.

10. CnepnyeTt coxpaHaTb pacnevataHHble ©aHKOMaTOM KBUTAHUMWM ANSA MNOCHeaylolen CBEpKu
yKa3aHHbIX B HUX CYMM C BbINMUCKOM Mo GaHKOBCKOMY CYETY.

11. He npucnywwmsantecb Kk coBeTam TPeTbUX UL, a Takke He NpuHMManTe ux NOMOLLb Mpu
nposedeHnun onepauni ¢ 6aHKOBCKOM KapTon B 6baHkomaTax.

12. Ecnu npu npoBefeHun onepaumii ¢ OaHKOBCKOM kapTonW B ©OaHkomaTte OaHkoMaT He
BO3BpallaeT OaHKOBCKYlD KapTy, criegyeT MO3BOHMTb B KPEOMTHYIO OpraHusauui no TenedoHy,
ykasaHHOMy Ha 0aHkomate, M 0ObscHUTL obCTOATENbCTBA NPOM3OLLIEALIEro, a Takke cregyeT
0o0paTUTbC B KPEAWTHYH OpraHu3auuio - 3MUTEHT OaHKOBCKOW KapTbl (KpeOUTHYK OpraHusauuto,
BblOaBLUyl0 OaHKOBCKyl0 KapTy), KoTopasi He Obina Bo3BpalleHa OaHkomaTom, M Janee cregoBaTb
WHCTPYKLMAM COTPYAHUKA KPEAUTHOW OpraHm3aumu.

PekomeHgaumm npu ncnonb3oBaHUM GaHKOBCKOWM KapTbl
Ans 6esHanuMyHon onnatbl TOBApOB U yCnyr

1. He ucnonb3ynte 6aHKOBCKME KapTbl B OpraHusauusx TOProBnv W YCAyr, HE BbI3bIBaKOLLMX
nosepusi.

2. TpebyiTe npoBedeHUs onepaumn ¢ GaHKOBCKOM KapToW Tonbko B Bawem npucytctBun. 370
HeoOX0OMMO B LIeNAX CHWXEHWs pucka HenpaBOMEpHOro nonyyveHus Bawwmx nepcoHanbHbIX AaHHbIX,
yKa3aHHbIX Ha DaHKOBCKOM KapTe.

3. lpu wucnonb3oBaHnM OaHKOBCKOM KapTbl ANS Onnartbl TOBApOB W YCMAYr Kaccup MOXeT
notpeboBaTe OT Bnagernbua OGaHKOBCKOW KapTbl NPeAOCTaBWTb NACMOPT, NoamucaTb YeK MM BBECTU
MAH. Mepep Habopom MNH cneagyeT y6eanTecst B TOM, YTO NOAM, HAXOOALWMECS B HENOCPEACTBEHHOM
Brnm3ocTn, He cmoryT ero yBuaeTb. [lepea Tem Kak nognucaTb Yek, B 06a3aTensHOM Nopsgke nposepbTe
CYMMY, YKa3aHHy0 Ha Yeke.

4. B cnyyae ecnu npu nonbiTke onnaTtbl GaHKOBCKOM KapToM umena Mecto "HeycnewHas"
onepauus, crnegyet COXpPaHWUTb OAWMH 3K3EeMNNAP BbIAAHHOTO TEPMUHANOM 4eka ANd nocneayowen
NPOBEPKU Ha OTCYTCTBME yKasaHHOM onepaunn B BbIMUCKE N0 GaHKOBCKOMY CYeETY.

PekomeHaaumm npy coBepLleHnn onepaumii ¢ 6aHKOBCKON
KapTon Yepes ceTb VIHTepHeT

1. He wucnonesyinte lNMWNH npu 3akase ToBapoB W ycnyr 4yepes ceTb VIHTepHeT, a Takke Mo
TenedoHy/dakcy.

2. He coobulante nepcoHanbHble AaHHble MM MHpopmaumio o GaHKoBCKOM(OM) KapTe (cyeTe)
yepes ceTb MIHTepHeT, Hanpumep MNMNH, naponn goctyna kK pecypcam 6aHka, Cpok genctensa GaHKOBCKON
KapTbl, Kp€AUTHbIE NIMMUTbI, ICTOPUIO ONepaLmMii, NepCoHanbHble AaHHbIE.

3. C uenbio npegoTsBpalleHnss HenpaBOMEPHbIX OENCTBUMI MO CHATUIO BCEN CYyMMbl OEHEXHbIX
cpeacts ¢ GaHKOBCKOrO cyeTa pekoMeHAyeTcs AN onnaTbl NOKYNnokK B ceTn WHTepHeT mcnonb3oBatb
oTAenbHyl0 GaHKOBCKylD KapTy (Tak HasblBaeMyl BUpTyanbHyl0 KapTy) C npedernbHbIM JIMMUTOM,
npefHasHayYeHHyIo TOMbKO AN yKasaHHOW Lenu 1 He No3BOMSIOLLY0 MPOBOAMTL C €€ UCMNONb30BaHUEM
onepauun B opraHnsaumsax TOprosrv 1 yCriyr.

4. CrnepyeT Nonb30BaTbCA WUHTEPHET-CanTaMu TOSMbKO W3BECTHbIX M MPOBEPEHHbIX OpraHu3auumn
TOProBIN U YCIyT.

5. O6gss3atensHo ybegutecb B MPaBUIIBHOCTU a[dpEeCcOB MHTEPHET-CamToB, K KOTOPbIM
NOAKmM4YaeTeCb M Ha KOTOPbIX COOMpaeTeCb COBEPLUMTb MOKYMKW, T.K. MOXOXWe agpeca MoryT
NCMNOMb30BaTbCs AN OCYLLECTBNEHMS HENPaBOMEPHbIX EVNCTBUN.

6. PekomeHngyeTca coBepluiaTb MOKYMKW TONBKO CO CBOErO KOMMbIOTEPA B LEMSX COXPaHEeHWs
KOHDMAEHLMANbHOCTN NePCOHarbHbIX aHHbLIX U (M) MHpopmMauun o 6aHKOBCKON(OM) KapTe (cueTe).

B cnyyae ecnv nokynka coBepLuaeTcsi C MICNOMb30BaHNEM YYXXOro KOMMNblOTEpPa, He pekoMeHayeTCs
COXpaHATb Ha HeM nepcoHarbHble AaHHble W ApYyrylo uHMOpMaUMIo, a nocrne 3aBepLueHust BCex
onepauuin HyXHO ybeaMTbCs, YTO NEepcoHarnbHble AaHHble W Apyras MHGopMauus He COXPaHWUIUChb
(BHOBb 3arpys3uB B 6pay3epe web-cTpaHuLy NpoaasLa, Ha KOTOPOW COBEPLLANUCh MOKYMKM).

7. YcTaHOBWTE Ha CBOM KOMMbIOTEP aHTUMBMPYCHOE MNporpaMMHoe obecrneyeHue U perynspHo
nponssoauTe ero obHoBneHue M OBHOBMEHWE APYrMX MCnofb3yeMbix Bamn nporpammHbIX NpogyKToB
(onepauMoHHON CUCTEMbI M MPUKNAgHbIX Nporpamm), 370 MOXET 3awuTutb Bac OT MpPOHWKHOBEHUS
BPE4OHOCHOIo MporpaMmmHoro obecneveHums.




